NHS

Cyber Associates Network — Engagement event

Thursday 14 November 2019

09:30-16:15

Hilton Manchester Deansgate, 303 Deansgate, Manchester, M3 4LQ

Time Item Presenters and Facilitators
09:30—-10:00 | Eventregistration
10:00—-10:10 | Housekeeping and agenda overview Karen Dooley, Deputy Director — NHSX
10:10-10:25 | Formal opening and welcome - View from the Karen Dooley, Deputy Director — NHSX
centre
10:25-10:45 | Progress overthelast 6 months and forward look | Chris Flynn, Head of Operations, NHS
Digital
10:45-10:55 | TEDTalk 1: Innovation — Using nudge theory in Justin Teutsch, Senior Project Manager
cyber NHS Digital
10:55-11:05 | TEDTalk 2: Cybersecurity alerts —Advanced James Wood
Threat Protection (ATP) versus cyber threat Senior Security Information Specialist,
notifications - what’s the difference? NHS Digital
11:05-11:15 | TEDTalk 3: Cyberrisk - the unified cyber risk Simon Adams, Associate Director IM&T,
framework in action The Robert Jones and Agnes Hunt
Orthopaedic Hospital NHS Foundation
Trust
11:15-11:45 - BREAK -
11:45-12:15 | NHS Secure Boundary-Presentation Alfie Harvey, Senior Project Manager —
NHS Digital
12:15-12:45 | Q&A Panel Panel session with CAN members, NHSD
and NHSX
12:45-13:45 | - LUNCH - [Includingmarketplace]
Marketplace sign up stalls:
e  Cyber Security Support Model
e Boardleadership, SIRO and IAQ training
e Simulated phishing tool NHS and non-NHS mail
o ‘Keep I.T. confidential’ — staff awareness
campaign
13:45-15:00 | Breakoutsessions:

13:45 — 14:15 Breakout session 1
14:25 — 14:55 Breakout session 2

Each session will run twice. Delegates pick 2 out of 3 sessions (to be booked when registering):
1) DataSecurity and Protection Toolkit (inc CE+ and NIS) —John Hodson, NHS Digital

2) Threat hunting and vulnerability scanning —James Wood, NHS Digital

3) Building your security team — recruitment and retention — Chris Flynn, NHS Digital




15:00 - 15:15 - BREAK -
15:15-15:45 | Discussion Groupsx5— delegateschoose on the day (each session will run once)
e Building security through regional collaboration — Andy Evans
e Cloud security —Shaun Van Niekerk
e Cybersecurity strategy for health and care —Paul Barnes
e Future of policies — Vicky Axon and Matt Lutkin
e Staff behavioursand awareness—testing the nudge theory - Justin Teutsch and Emily
Cross
15:45-16:15 | Closing remarks and event close




